GCBR

Netw®rks

CBR Networks Limited
65 Mallard Avenue,
Lyneham,
CHIPPENHAM
Wiltshire
SN15 4QF

Tel: 0845 619 1199
Fax: 0845 619 1198

Press Release 16/12/08 Email: sales@cbrnetworks.com
www.cbrnetworks.com

IS YOUR WIRELESS BROADBAND SECURE?

According to a local firm based in Lyneham, the answer to that question is ‘probably not'.
CBR Networks Ltd recently carried out a survey of Wireless Broadband in and around
Swindon and discovered a worrying statistic. Of the 1137 Wireless Access Points that
were discovered, 51 % were insecure. They found 12% to be using no security at all and
39% were using security that could be ‘hacked’ in less than 15 minutes using freely
available software on the internet. Perhaps more worryingly, a considerable number of
those appeared to be business networks.

“What most people don't realise is that most wireless broadband routers are sold with
standard settings to make setting them up as simple as possible. Itis believed that the
manufacturers do this to reduce the numbers that are returned. Unfortunately that also
normally makes it easy for anyone who wants to access your network. Don't be fooled;
just because you have to use a password to connect to the network, it doesn’t mean its
secure. If you are using WEP then the password can normally be recovered in minutes”
said Paul Batson, the Director of CBR Networks Ltd.

Of the insecure Wireless Access Points discovered, the most common type (29%) was
identified as a BT Home Hub or BT Business Hub.

So why should you be worried about someone ‘freeloading’ on your internet? Well apart
from the fact that you're probably paying for it and they’re not, the implications are much
worse than you may realise.

Once someone has access to your network, the possibilities are almost endless. The
most often seen side-effect is your internet slows down considerably because you are now
sharing your bandwidth with someone else. In some cases this could also mean that
someone is using your connection to download copyrighted or illegal material (often using
a ‘filesharing’ program). As reported on the BBC Watchdog episode broadcast on 8
December, this has recently resulted in solicitors’ letters demanding £600 for alleged
copyright infringement. Alternatively you could get a visit from the police if it's even more
serious. If the intruder has a little more knowledge then with some other freely available
tools, they are able to ‘fingerprint’ your computers and work out where they are vulnerable.
This could result in the intruder introducing a virus that allows them to read your emails,
capture your online account passwords and credit card details, and ultimately, steal your
identity.

CBR Networks Ltd carried out the survey on 12 December 08 to highlight the extent of the
problem to the residents and business community of Swindon. Their survey was carried
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out using a standard laptop and wireless card and using passive software that simply
‘listened’ to what was being transmitted.

If any readers would like a security audit, or have their network configured securely then
CBR Networks are currently offering the service for a typical home or small business sized
network for £29.99 + vat (normally £49.99 + vat). In addition, readers will have a further
10% discount by mentioning this article. They can be contacted on 0845 619 1199 or
more information can be found, including more details of the survey, on their website
www.cbrnetworks.com.

End

Contact: Paul Batson on 0845 619 1199 or paul@cbhrnetworks.com.

Notes to Editors:

1. Photographs of wireless survey being carried out.

2. CBR Networks Ltd was launched in October 08 by Paul Batson who has 13 years
experience in providing military communications. The company offers a wide range
of computer networking services but specialise in wireless networks and alternative
broadband solutions where ADSL broadband is not available.

3. The BBC Watchdog report can be found at:
http://www.bbc.co.uk/blogs/watchdog/2008/12/davenport_lyons_threatening_le.html
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